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Annomayus. AXTyanbHOCTh pabOTBl 3aKJIIOYaeTCsl B TOM, YTO TEMIBI pa3BUTUA C]epsl
nH(OPMAIMOHHON 0Ee30MacHOCTH HE COOTBETCTBYIOT Iporpeccy B cdepe pa3paboTKu crocoOoB
00pabOTKN JaHHBIX, BCIEJACTBHE YETO0 O00paszyeTcsi Cephe3HBbId HETOCTATOK MPAKTUYECKUX 3HAHUH
MPEIMETHOW 00JacTH, KOTOPBIH MPEMATCTBYET CO3JaHUIO YCIOBHHA JUIsi O€30IacHOi 3ammcH,
00pabOTKH M XpaHEHUs NaHHBIX. V3yueHbl cOBpeMEHHbIE CHOCOOBI M MPUHIUIBI O00eCreueHus
nH(OPMAIMOHHON 6€30MaCHOCTH, BKIIOUAIOLINE B ce0sl MaHIaTHBIN MOIXO0, a TAKXkKe J1aHa KpaTKas
XapaKTepUCTHUKA MPOrPaMMHBIX MPOAYKTOB, MOJIEPKUBAIOIIMX 3TOT MOAX0A. MaHIaTHBIM MeTon
3auThl MHGOpPMAIMK MOAPAa3yMEBACT BbAA4y IpaB JOCTyNa K OINPEAEICHHBbIM JCHCTBUSAM B
COOTBETCTBUH CO CTaTyCOM I10JIb30BaTelsd. TakuMu JEHCTBUSAMHU MOTYT OBITh, HAallpUMEp, 3aIlUCh,
YTeHUE M W3MEHeHue JaHHbIX. lIpumepamu ke CTaryCcoB IOJB30BATENCH  SBISAIOTCA
«aIMMHHUCTPATOP» M «YUTATENb», TAE AIMUHHUCTPATOPY, KAaK IIPAaBUIIO, IPENOCTABIAECTCS BECH
MepeYeHb JOCTYMHBIX JACHCTBHI, a YHWTATEN0 — JIMIIb MWUHUMAJIbHBIM, JOCTATOYHBIN JIA
O3HAaKOMMTEJIBHON JEATEIbHOCTU. B CBOEH apXUTEKType MaHIATHBIA ITOAXOJ HEPEIKO COACPIKUT
MHCTPYMEHTHI ITPOBEAEHUS KIIACTEPHOro aHanu3a. KilacTepHbIil aHaIN3 MOXHO NPUMEHSATh KaK JJIs
IpoBe/IeHUs paldoT 10 aHAIN3Y U OLEHKE PUCKOB, TaK U JUIS ONPEECIICHHs CTETIEHH 3alUThl 00BEKTA.
B m1060M citydae, npu NOCTPOEHHUH KJIacTepa HYKHO YUHUTHIBATh, YTO HEKOTOPbIE YPOBHU 3aIUThI
MOTYT OBITh MPEACTaBICHBI OOJBLUINM KOJUYECTBOM OOBEKTOB, UeM OcTajbHble. Ha phiHKe cpencTs
3alIUThl HTHPOPMAIMK CYIIECTBYIOT MPOTrpaMMHBIE MPOMYKTHI, KOTOPbIE MMO3BOJISIOT UCIIOJIB30BaTh
MaHJaTHbIM MeToj oOecrieueHus: MHPOpMaMOHHON Oe3omacHocTH. OTHUM M3 SPKUX HPUMEPOB
sBisieTcst cuctema ynpasnenus bl PostgreSQL, koTopast mmeeT armapaTr METOK, MPUCBAMBAEMBIX B
COOTBETCTBUM C YPOBHEM IIPaB IOJIb30BATENA: YEM BBIIIEC YPOBEHb IPAB — TEM BBIIIE YPOBEHb
JOCTYIIA.

Abstract. The relevance of the work lies in the fact that the pace of development of the field of
information security does not correspond to progress in the development of data processing methods,
resulting in a serious lack of practical knowledge of the subject area, which prevents the creation of
conditions for secure recording, processing and storage of data. In the process of writing the article,
modern methods and principles of ensuring information security, including a mandatory approach,
were studied, and a brief description of software products supporting this approach was given.
The mandatory method of information protection implies granting access rights to certain actions in
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accordance with the user’s status. Such actions can be, for example, writing, reading and changing
data. Examples of user statuses are ‘administrator’ and ‘reader’, where the administrator, as a rule, is
provided with the entire list of available actions, and the reader is provided with only a minimum,
sufficient for familiarization activities. In its architecture, the mandatory approach often contains
tools for conducting cluster analysis. Cluster analysis can be used both to carry out work on risk
analysis and assessment, and to determine the degree of protection of an object. In any case, when
building a cluster, it should be taken into account that some levels of protection may be represented
by more objects than others. There are software products on the information security market that
allow the use of a mandatory method of ensuring information security. One of the striking examples
is the PostgreSQL database management system, which has an apparatus of labels assigned according
to the user’s level of rights: the higher the level of rights, the higher the access level.

Knrouesvie cnosa: CVYb/, nHpopMaImoHHas 0€301acHOCTb, nmpaBa  JOCTyIa,
MH(OPMaIMOHHBIE CUCTEMbI, MAaHIATHOE YIIpaBIICHUE.

Keywords: DBMS, information security, access rights, information systems, mandate
management.

[IpennpusiTist O BCceMy MHpPY BKJIAJBIBAIOT OOJIBIIOE KOJMYECTBO PECYpPCOB MU CPENCTB B
pa3paboTKy WH(POPMALMOHHBIX CHCTEM, HEOOXOAWMBIX JJIsl ONTHMH3ALUU TIPOU3BOJACTBA H
COKpallleHUs u3ziep>kek. B 3Toil cBs3u 3a4acTyro pa3paboTuMKy UHPOPMALIMOHHBIX CUCTEM JIENIAI0T
aKIEHT CKOpee Ha ONTHMMHU3ALMOHHONW COCTaBIIAIOLICH MPOrpaMMBl, Yelss BOpocy 0e3011aCHOCTH
HEJ0CTaTOYHOE BHUMAHHUE.

AKTyanbHOCTb paboOThl OOYCIIOBIEHA TEM, YTO PACXOKICHHE B YPOBHSIX PAa3BUTHUS METOJOB
00paboTku MH(pOpMALMU U CHOCOOOB 3aLIUTHI ATOH MHGOpPMALMU NPHUBEIU K HEAOCTATOUYHOMY
KOJIMUECTBY HAay4HOM 06a3bl 3HaHUH, KOTOpast MOIJIa Obl TO3BOJIUTh OLIEHUBATH 11€71€CO00Pa3HOCTh TEX
WJIA WHBIX MTOJXOA0B MpH pa3paboTKe CPEACTB 3aIIUTHI CUCTEMBI. be3onacHOCTh MHPOPMAITHOHHON
CUCTEMBbI HE SBJSETCS BEIMYMHOW aOCOIIOTHOM, MOCKOJIBKY BHIBI U CIIOCOOBI XaKEePCKUX aTak
MIOCTOSIHHO COBEPIIEHCTBYIOTCS, U, B CIIy4ae, HallpuMep, aTaki Ha CTPaTerMyecKy BaXKHbIM OOBEKT,
HanpuMep, aTOMHYI0 JIEKTPOCTAHIMIO, IOCJIEACTBUS TAaKUX JCHCTBHUM MOTYT OKa3aThbCs
¢datanbHBIMU 1715 o01IecTBa. MIMeHHO o3ToMy napaMeTp 0€301acCHOCTH CUCTEMbI OTHOCUTCS K TOM
cdepe, B KOTOPOiIl MpuMeHseTCsI THPOPMALIMOHHBIA MTPOAYKT.

WudopmanimoHHass cucTeMa, OCHAIIEHHAs JIOCTAaTOYHOM Ui JaHHOW OTpaciM CTENEHBIO
3alIUThI, TpPU3BaHA OO0ECHEUUTh LEIOCTHOCTh U KOH(HUIECHIMAIBHOCTh 00pabaThIBaeMbIX €10
JaHHBIX. B 3T0il CBsI3M Ba)XKHO OTMETUTH, YTO B JAHHOM ClIydae peyb HE UAET O HAIUYUK Y CUCTEMBI
OTIpE/IETICHHOTO CTaHJAPTHOTO MOAYJIS 3aIUThI JAHHBIX, IOCKOJIBKY, KAK TOBOPHJIOCH BHIIIIE, CTENIEHBb
U Croco0 3aIlMThl 3aBUCAT OT 00JacTW NMpUMeEHeHHs 3Toil cuctembl. Kak mpaBuio, Ui cucteMm
3alIUThl HH(OPMALMHU, TPEITHA3HAYCHHBIX JJIs1 paOOThl B TOCYJapCTBEHHBIX OpraHax, UCIOIb3yIOTCS
CJIeIyIOIINE CIIOCOOBI 3aLUTHI:

- HCIIOJIb30BaHUE CMEIUAIBHBIX MPOrpaMMHO-aNapaTHBIX CPEACTB IS 3alUThl HH(OpMaUU
OT HECAaHKIIMOHUPOBAHHOTO JI0CTYTIA;

- IpUMEHEHHE CPeACTB Kpunrorpaduueckoi 3amutsl nHGpopmarmu (CK3U1);

- HCIIOJIb30BaHHE CPEICTB AMEKTpoHHOU mudpoBoil moamucu (DLII) ¢ ucnonb3oBaHueM
CPEICTB KpUNTOTpaduIeCcKO 3alUThl HHPOPMAIIHH;

- YIPaBJIEHUE JOCTYIIOM.

be3onacHOCTb CHCTEMBI OJKHA OTpaXkaTb OCHOBHOE Ha3HAUEHHE ee pa3paboTKH: ATO TaKoe ee
COCTOSIHME, MpPHU KOTOPOM OHa CHOCOOHAa OTpakaTb BHEIIHHE 3JI0YMBIIIJICHHbIE JeicTBuS,
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MOZIPBIBAIONIHE €€ PabOTOCTIOCOOHOCTD, a TaK)Xe CIOCOOHA CTAaOMIBHO CYIIECTBOBATh, HE CO3/1aBast
yIpo3 AJis BHYTPEHHUX KOMIIOHEHTOB caMoil cucTeMbl. Ellle 01HUM 0CHOBOMOIAratoIuM CBOHCTBOM
MOJOOHON CHCTEMBI SBJISETCS CHOCOOHOCTh aBTOMAaTH3allMd OOpabOTKM KOH(UACHIIUAILHOU
uHpopmanuu [2, c. 48].

Ha oObekTax cTparermyeckoro Has3HaueHHs HH(GOPMALMOHHBIE CHCTEMbl OCHAIIAIOTCA
MaH/IaTHBIM YIPAaBJIEHUEM, KOTOPOE IOAPA3yMEeBaeT IMPEJOCTaBICHUE CHUCTEMON IpaB AOCTyHa K
KOH(UICHINANBHON MH(POPMALMU COTJIACHO YPOBHIO JIOBEPEHHOCTH MOJb30BaTelsl. Takoil MeTon
MOJIPa3yMEBAET, YTO MOJI30BATENb C HAMMEHBIIUM YPOBHEM JOBEPEHHOCTH MOXKET IOIYYUTh JOCTYI
TOJIBKO K MH(OpMAIMK C HaUMEHbIIEH CTENeHbl0 KOH(DUACHIMAIBHOCTH. MaHAaTHOE yIIpaBiIeHHUE
TaKKe MpeArnosaraeT HajJuuue MeXaHu3MoB auddepeHuuanyy, Mo KOTOPbIMH IOHUMAIOTCS
onepauuy, OOECIeUMBAIOUINE TMpaBWia A0CTyna (MPOCMOTP, 3amUCh, YTCHHE), W OMNEpPaILUH
YIOpaBIEHUS MpaBaMu JOCTyna (BIaJCHHUE, CO3JaHUE, yAdalleHue). JTO KIJIACCUUYECKUH IOAX0HA K
opraHu3anuu 0e30MacHOCTH, KOTOPbIM 00ecleunBaeT 3aCeKpEeUeHHOCTh JAHHBIX JUIS TeX JIMILL, AJIS
KOTOpPBIX 00JIalaHue TOW WM HHOW MH(opMalyell He OblIO PeyCMOTPEHO BHYTPEHHEH MOIUTUKON
npennpustus [3, c. 6].

Jlnst opraHu3ali MaHIATHOTO YIPAaBICHHUS YacTO MCHONB3YeTCS KIacTepHbIH aHamm3. Ero
CYTh 3aKJIIOYAeTCsl B IIOCIIEJ0BATEIbHOM BBIIIOJHEHUU KJIACCU(PUKALUMU OOBEKTOB 3aIUTHI, HUX
BBIJICJICHUH M OTIPEACIICHUH CTETICHH 3allMThl, HCOOXOIUMOM 11 TaHHOM cucTeMsl [1, c. 94].

Cpenu mporpaMMHBIX IPOYKTOB, aKTUBHO MCIIOJIB3YIOIINX MPUHIIAIT MAHAATHOTO YITPABIICHHUS
— OC Astra Linux Special Edition, kotopast mpefocTaBisieT XpaHWIHIE HHPOPMAIIUH O MPaBax
[I0JIb30BaTeNell, CBSI3aHHOE C XPAaHWJIMILEM I0Jb30BaTeNell ONepallMOHHON CHUCTEMBI, a TaKXke
pacrioyiaraeT CpeAcTBaMH, MPEIOCTABISAIOIIMMU HHCTPYMEHTBl KOHTPOJIS JOCTyNa K OOBEKTaMm,
3alUIAeMbIM MaHIaTHBIM YIIPABICHHUEM.

Eme omHuM mpoOmyKTOM, KOTOpPBIH B CBOEH paboTe MOAAEp:KUBACT MaHJATHOE yIpaBlICHHE,
ABJSIETCA cUcTeMa ynpaBieHus Oazamu JnaHHbIX PostgreSQL, xoTopas cBsi3aHa ¢ XpaHUJIMILEM
yuYeTHbIX 3anuceil 1 merok npas goctyna OC. Cucrema Take M03BOJIIEeT NPUCBAUBAaTh MaHIaTHbIE
METKH K 00BEKTaM KJIaCTepPOB, TAOMUI] 0a3 JaAHHBIX, CTOJIOIOB U 3aIHCEH.

B menom, mommep)kka MaHAATHOTO YIPAaBJICHHs akKTyalbHa W PEKOMEHIOBaHA IS
MH(GOPMALIMOHHBIX CUCTEM, KOTOpble pPa3pabaThIBAIOTCS C ILEIbI0 HMX BHEAPEHHMsS Ha KpYIHbIE
NPEANPUATHS, HAIpUMeEp, Ha 00bEKTaX CTPATErH4ecKoro U 0OOPOHHOIO HA3HAYEHUH U HE TOJBKO.
Hepapxuueckoe ycTporCcTBO JOCTYIA K JAHHBIM CITOCOOHO 00€CTIEYUTh UX HAJIEKHYIO COXPAHHOCT,
OJTHAaKO, B CJTydae YTE€UKH JIaHHBIX HeJb3s 3a0bIBaTh O YEJIOBEUECKOM (haKTope.
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