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Annomayus. B ycioBusix cTpeMHUTENbHON LHU(POBU3ALMHU OOLIECTBA HHTEPHET-3aBUCUMOCTh
IIKOJILHUKOB ~CTaHOBHUTCS OIHMM U3 HauOojee 3HAYUMBIX PHCKOB, 3aTPardBalOIUX HX
SMOLMOHAIBHOE OJIaronoily4yue U ICUX0COUUaNIbHOE pa3BuTHe. HeKoHTponupyemoe HCrob30BaHue
COLMAJIbHBIX CEeTeH, OHJIAHH-UTP U APYIHX LU(POBBIX PECYPCOB CBA3AHO C POCTOM TPEBOKHOCTH,
JIETIPECCUBHBIX COCTOSHUM, CHMXKEHHEM Y4eOHOH MOTHMBALMU U OcialOlleHUeM MEXIMYHOCTHBIX
KOHTAKTOB B peasibHO cpene. [1o Habmonenusm yueHHbIX Kblpreizctana orMedaercst, 4To Hudpoast
cpela MpeJCTaBIsIeT OMACHOCTh JUISl LIKOJIBHUKOB IPU OTCYTCTBUHU JIOJDKHOIO I€Jarornyeckoro
COIIPOBOX/EHUS,  OOYCIIOBJIGHHYIO  BBICOKOH  JJOCTYIIHOCTBIO  HHTEPHET-PECYpPCOB U
HEKOHTPOJIUPYEMBbIM BpeMeHeM IpeObiBaHus B ceTH. OJHOBpeMeHHO oOocTpsieTcss mpoliema
1M POBOH HEOCO3HAHHOCTH, MTPOSBIIAIOLIEHCS B HEOPEKHOM OTHOLIEHHUHU K IEPCOHATIbHBIM JaHHBIM,
HEOCO3HAaHUM IMOCIEACTBUH MX DPACKPBITUS M HEJOOLIEHKE Yrpo3 KuOepOe30macHOCTH.
[TomuépkuBaercs, YTO CyObEKTHBHasi YBEPEHHOCTb IOAPOCTKOB B COOCTBEHHOW LH(ppoBOM
KOMIIETEHTHOCTH HEPEJKO He COOTBETCTBYET pEaJIbHOMY YPOBHIO 3HaHHH 0 KMOepOe30MacHOCTH U
ynpaBiieHuH U PpoBbIM ciieioM. LlndpoBas HEOCO3HAHHOCTh YCUIIUBAET YSI3BUMOCTh 00yUaroIuxcs
nepes MHTEPHET-MOLIEHHUYECTBOM, MAHMIYJISTUBHBIMM MPAKTUKaMU U BTOPKEHHEM B JIMYHOE
MIPOCTPAHCTBO, YTO, B CBOIO OY€pe/ib, HETaTUBHO CKAa3bIBAETCSA HA UX SMOLMOHAILHOM COCTOSIHUU U
OLIYLIEHUH MICUXOJIOTMUYECKOl Oe30macHOCTH. B3auMocBsa3aHHOE BIHMSHUE HHTEPHET-3aBUCUMOCTHU U
1M(GpPOBOH HEOCO3HAHHOCTU MPUBOIUT K CHUKEHHUIO CIIOCOOHOCTH MOIPOCTKOB K CaMOPETYIISIINY,
KPUTHUYECKOMY MBIIIJICHUIO U OTBETCTBEHHOMY BBIOOpPY (OpM OHJIANH-TIOBENEHUS, YCUIIMBAs UX
ySI3BUMOCTh Tlepel LUQPPOBBIMH pHCKamMH. B cTarbe oOCyIIecTBIEH TEOPETUUYECKUN aHaIu3
OTEUECTBEHHBIX U 3apyOEXHBIX MMOIX0JJ0B K TOHUMAHUIO IU(POBBIX YyTPo3 B IIKOJIBHOM Cpeae U UX
BIMSHHAS Ha OHMOIMOHAIBHOE cocTossHMe oOydaromuxcsi. (OOOCHOBBIBaeTCS HEOOXOIMMOCTh
CHCTEMHOI'0 COIMAIIbHO-TIEarOrH4e€CKOr0 COPOBOXK/IEHHSI, BKIIOUAIOIIEr0 HHTErPallMi0 BOIIPOCOB
krOepOe30nacHOCTH B BOCHHTATENbHYIO pabOTy, MOBBILIEHHE IU(GPOBOH KOMIIETEHTHOCTU
[I€AaroroB, B3aMMOJEHCTBUE C CEMbEM W PA3BUTHE Yy IIKOJbHUKOB HABBIKOB CaMOPETYISLNH,
KPUTHYECKOTO OCMBICIIEHUS 1IU(PPpOoBOil HH(OpMAIIUK U COXPAaHEHHSI IMYHBIX IPAHUI] B CETH.

Abstract. In the context of rapid digitalization of society, internet addiction among
schoolchildren is becoming one of the most significant risks affecting their emotional well-being and
psychosocial development. Uncontrolled use of social networks, online games, and other digital
resources is associated with increased anxiety, depression, decreased motivation to learn, and
weakened interpersonal contacts in the real world. According to observations by scientists in
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Kyrgyzstan, the digital environment poses a danger to schoolchildren in the absence of proper
pedagogical support, due to the high accessibility of Internet resources and uncontrolled time spent
online. At the same time, the problem of digital ignorance is becoming more acute, manifested in a
careless attitude towards personal data, a lack of awareness of the consequences of its disclosure, and
an underestimation of cybersecurity threats. It is emphasized that adolescents' subjective confidence
in their own digital competence often does not correspond to their actual level of knowledge about
cybersecurity and digital footprint management. Digital unawareness increases students' vulnerability
to internet fraud, manipulative practices, and invasion of privacy, which in turn negatively affects
their emotional state and sense of psychological security. The interrelated influence of internet
addiction and digital unawareness leads to a decrease in adolescents' ability to self-regulate, think
critically, and make responsible choices about online behavior, increasing their vulnerability to digital
risks. The article provides a theoretical analysis of domestic and foreign approaches to understanding
digital threats in the school environment and their impact on the emotional state of students. It justifies
the need for systematic socio-pedagogical support, including the integration of cybersecurity issues
into educational work, improving the digital competence of teachers, interacting with families, and
developing students' self-regulation skills, critical thinking about digital information, and maintaining
personal boundaries online.

Kniouegvie  cnosa:  WHTEPHET-3aBUCHMOCTb,  LH(POBAasI-OCO3HAHHOCTb,  IU(poOBas-
HEOCO3HAHHOCTb, IIKOJIbHUKH.

Keywords: internet addiction, digital awareness, digital unconsciousness, schoolchildren.

OpuuMm u3 Haubosee 3HAUMMBIX PHUCKOB IU(PPOBON Cpeibl Ul LIKOJIbHUKOB SIBISETCS
(dbopMHpOBaHHE HHTEPHET-3aBUCUMOCTH, KOTOpOE BCE 4allle paccMaTpUBAETCSl HE TOJIBKO Kak
IoBeJIeHUeCKas pobiieMa, HO U Kak (pakTop, OKa3bIBAIOIIUI TITyOOKOe BIMSHUE HA SMOILIMOHAIBHOE
OJaromnosy4ue 1 NCUXOCOLHUAIBHOE Pa3BUTHE JINYHOCTU PEOEHKA.

B 3apy0exHbIX SMIUPUUYECKUX HCCIIET0BAaHUAX OOHAPYKEHO, YTO 3aBUCHMOCTh OT UHTEpHETA
y TOAPOCTKOB TECHO CBsi3aHA C TIOBBIIICHHBIMH YPOBHSIMU JIENIPECCHUU, TPEBOKHOCTH U
MOBEJICHUECKUX MPOOJIEM, UTO yKa3bIBaeT Ha €€ cephE3HbIe IICUXOJIOrHUecKue nocueacTsus [1].

[TonoOHble pe3yabTaThl MOJIYYEHbI B Pa3IMYHBIX CTpaHax As3uu, IJie pacrnpocTpaHEHHOCTh
MHTEPHET-a/IUKIIUY CPeIu IIKOJIbHUKOB Bapbupyercs oT 10 % mo 34 %, npu 3TOM y 3aBUCHUMBIX
MOJIPOCTKOB 3HAYMTENBHO BBIIIE MTOKA3aTEIN HIMOLMOHAIBHOTO U MOBEIEHYECKOT0 TucKoMdopTa 1o
CPaBHEHHUIO C UX CBEPCTHUKAMHU [2].

NHTepHeT-3aBUCUMOCTb NMPOSIBIISIETCS Yepe3 HEKOHTPOIUPYEMOE HCTIOIb30BAHUE COLIMATIBHBIX
ceTei, OHJAMH-UTp M JPYTruX IUPPOBBIX pa3BICUEHUH, UYTO TMOCTENEHHO TpaHCHOPMUPYET
CTPYKTYpPY AOCYT'OBOH J€STENbHOCTH IIKOJIBHUKOB, BBITECHSS TPaIULMOHHBIE (OpMBI OOIIEHUS U
aKTUBHOTO OTIbIXa. Takas MOJEnb NMOBENECHUS CHUKAET YPOBEHb 3MOLMOHAIBHOW YCTOWYUBOCTH,
YBEJIUYMBAET CKJIOHHOCTh K BHEIIIHEMY MIOMCKY OJJOOpEHHs U YCUIIMBAET MepeKuBaHNe OJUHOYECTBA
B peajbHOU couuanbHOM cpene. MccnaenoBarenyu moa4epKUBaiOT, YTO YCTOWYMBOE MpeObIBaHUE B
BUPTYaJIbHOU Cpe/ie COMPSIKEHO C OCJIa0JIEHHEeM HaBBIKOB MEXJIMYHOCTHOTO B3aUMOJICHCTBUSI BHE
CETH U POCTOM CHMIITOMOB TPEBOTH M Jenpeccuu [1, 3].

OTO0 O0COOEHHO BaXXHO B MOJIPOCTKOBOM BO3pacTe, Korjaa (OpMHUPYIOTCS KIIIOUYEBbIE
SMOILIMOHANBHBIE W COLUalbHbIE KoMIleTeHIuH. Kpome TOro, cBsi3b HHTEPHET-3aBUCUMOCTH
MICUXOCOIMANIBHOTO OJIaronoyy4usi MOATBEPIKAAeTCS JaHHBIMM O CHU)KEHMHM BOBJIEUYEHHOCTH B
yueOHbIi mporiecc. YUEHUKH C BBHICOKMM YPOBHEM 3aBHCHMOCTH JIEMOHCTPUPYIOT Oojiee HU3KHUI
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YPOBEHb aKaJIeMUYECKON MOTHMBALIMM, YXYIIICHHE KOHILIEHTPALMU M CHI)KEHHE 3MOIMOHAIbHOU
MIPUBEPKEHHOCTH MIKOJIE M COI[MAJIbHBIM OTHOILLIEHUSM B 00pa3oBareiabHou cpene [1].

OTO HE TOJBKO OTpPaKaeT WHAWBHUIyalIbHbIE IICUXOJOIMYECKHE TPYAHOCTH, HO H
CBHJIETEJILCTBYET O MOTEHIIMAIBHO OTPHUIIATEIILHOM BIMSHUHM 3aBUCMMOCTH Ha aJanTanuio peO&éHKa
B oOpa3oBareibHOW M couuanbHOU cpene. Ocoboe BHHUMAaHHME B HCCIEIOBAaHHSIX YIENAETCS U
OMOICUXOCOLMATPHBIM ~ MEXaHH3MaM, 4epe3 KOTOphle HHTEPHET-aJ/IMKIUS  BJIUSET Ha
SMOLIMOHAIBHOE cocTosiHue. Hampumep, ummTensHoe MpeObIBaHUE B CETH HApPYyIIACT PEXHUM CHA,
YCUJIMBAET YyBCTBO TPEBOTU M MPEAPACIIONAraeT K COUUATbHOMY M30€raHuIo, YTO JTOTIOJHUTEIHEHO
yCyryOasieT SMOIHOHaIbHbIE TPOOIEMBI TOAPOCTKOB [2].

CrnenoBaTtenbHO, HHTEPHET-3aBUCUMOCTH BBICTYIIAET HE MPOCTO KaK U30BITOUHOE OTpedIeHUE
IU(GPOBBIX PECYpPCOB, a KaK KOMIUIEKCHOE SIBJICHHE, WHTETPHUPOBAHHOE B CTPYKTYpPY
IICUXOCOLMAIIBHOTO pa3BUTHs peO€HKka. DopmMHpoBaHUe 3aBUCUMOCTH OT UHTEPHETA Y IIKOJbHUKOB
ClleyeT paccMaTpuBaTh KaK CephE3HBINM pHUCK HUGPOBOM cpenbl, OKa3bIBAIOMIMKA TIyOOKHe
SMOILIMOHANBHBIE U TOBEACHUECKHUE mociencTBus. Oco3HaHUE ITOTO0 PUCKA U €ro BKIIOYECHHE B
COLIMAJIbHO-NIEAArOrNYecKyt0  MpoOJeMaTuKy SBISETCS BaKHBIM IIaroM K  pa3paboTke
NpoUIAKTUIECKUX CTpPAaTernid U 0Opa3oBaTEIbHBIX MPOTPaMM, HANpaBICHHBIX Ha YKpEIUICHHE
HMOIIMOHAIBHOTO OJIArONnoayyusi ¥ YCTOWYMBOCTHU IIKOJIFHUKOB B YCIOBUSIX U poBu3anuu. OqHuM
13 HaumOoJiee 3HAYMMBIX PHUCKOB IM(PPOBOI cpeabl A IIKOJLHUKOB sIBIsieTCS (OpMUPOBaHUE
MHTEPHET-3aBUCUMOCTH, KOTOpasi HE OIpPaHUYMBAETCS MCKIIOYMUTEIbHO IOBEIECHUYECKUMU
MPOSIBJICHUSIMH, a OKa3blBaeT KOMIUIEKCHOE BIIMSHHE Ha OHMOIMOHAIBHOE OJjaromoiydne u
MICUXOCOIIMANIbHOE  pa3BUTHE JMYHOCTH pebénka. [locTosHHOe mpeObiBaHME B CETH,
HEKOHTPOJIMPYEMOE  HUCIOJB30BaHHWE  COIMABHBIX ceTell W HU(POBBIX  pa3BIeUCHUN
TpaHC(HOPMUPYIOT CTPYKTYpPY JOCYTOBOH NEATEIBHOCTH IIKOJIBHUKOB, BBITECHSSI TPAJAUIIMOHHBIC
(dbopMBbI OOIICHMSI, TTO3HABATEIHPHOW WM TBOPYECKOW aKTHBHOCTH. Kak oTMe4aroT 3apyOeKHbIe
WCCIIeIOBATeNN, UHTEPHET-aJANKIUS Yy JE€Te U MOJIPOCTKOB CTATHCTUYECKH 3HAYMMO CBS3aHA C
MOBBIIIEHHBIM YPOBHEM TPEBOXKHOCTH, JEMPECCUBHBIX COCTOSIHUM U SMOIIMOHAIBHOTO HCTOIICHHUS,
a TaK»Ke CO CHIDKEHHMEM CTIIOCOOHOCTH K CaMOPETYJISAIMA U YCTOMYUBOCTH K cTpeccy [4, 5].

B poccniickoil 1 TOCTCOBETCKOM HAyYHON TPAJULMU HHTEPHET-3aBUCUMOCTh PACCMATPUBAETCS
Kak ¢akTop, HAPYIIAIOIINK TAPMOHUYHOE Pa3BUTUE DMOIMOHATHLHO-BOJIEBOM cephl TudHOCTH. I
V. CongaroBa NOJUEPKUBAET, YTO MPU OTCYTCTBMM MEJAroruyeckoro CONpOBOXKIAECHUs LUdpoBas
cpella MOXET CTAaHOBUThCA HWCTOYHUKOM OHMOLMOHAIBHOM Je3ajanTauuu U (HopMHpoOBaHUS
HEYCTOMYMBBIX MOJIeTICH TTOBEJICHUS y MKOJIBHUKOB [6].

B mnenarornyeckoil mpakThke BCE damle (UKCUPYIOTCS Cllyyad, KOTJa 4pe3MepHoe
UCIOJNIb30BaHNEe IU(GPOBBIX YCTPOMCTB MPUBOANUT K CHIKEHUIO yUeOHOW MOTHUBALIMH, YXYALICHUIO
KOHILEHTPAllMi BHUMAaHUS, HapYLUICHUIO CHA U O0IEeMYy CHI)KEHHIO IICHMXOJIOTUYECKOro Komdopra
oOyyvaronuxcsi. J[aHHBIE TEHIEHIIMU TOATBEpKIatoTcss U uccienoBanusimu E. V. PacckazoBoii,
YKa3bIBAIOIIEH Ha CBSI3b MHTEPHET-3aBUCUMOCTH C AMOIIMOHAIBHBIM BBITOPAHUEM U CHI)KEHHEM
CyOBEKTHBHOTIO 0JIarOnoIy4Hst MOJIPOCTKOB [7].

Oco0yr0 coluanbHO-TIEAArOTMYECKYI0 3HAYUMOCTh IpobsieMa NpUOOpeTaeT B KOHTEKCTE
collManu3aluy IIKOJIbHUKOB. [IpeoOnananue BUPTyaJlbHOTO OOIIEHHS HAJ  peaJbHBIMU
MEXKJIMYHOCTHBIMH ~ KOHTAKTaMW  3aTPYIHSAET  pa3BUTHE  OMIIATHM, KOMMYHUKATHUBHOU
KOMIIETEHTHOCTH U CIOCOOHOCTH K KOHCTPYKTHBHOMY B3ammopeiictBuio. [lo muenuto K. SHr,
MHTEPHET-3aBUCUMOCTh CIIOCOOCTBYET (OPMHMPOBAHUIO COLMATBHON H3OJSAIMU U CHUXKEHUIO
KauyecTBa PeajbHBIX COLIMANIBHBIX CBSA3€H, YTO OCOOEHHO OMACHO B MEPHO]] aKTUBHOI'O CTAHOBJICHUS
JTUYHOCTH [4].

Takum 00pa3oM, MHTEPHET-3aBUCHUMOCTb BBICTYHAeT (DaKTOPOM, OCIOXKHSIIOIIUM IPOLECCHI
COL[MAJIM3ALMN M TIOJHOIIEHHOTO JIMYHOCTHOTO pa3BUTUS peO&HKa, 4TO TpeOyeT CHUCTEMHOTrO
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COLMAJIHO-NIEIArOTMUYECKOr0 MOAX0AAa K MPOPUIAKTHKE LU(PPOBBIX PUCKOB M (POPMUPOBAHUIO
KyJIbTYpbl OCO3HAaHHOT'O MCIIOJb30BaHMsA LU(POBBIX TEXHOJOTMi B LIKOJIbHOU cpene. Hapsany c
MHTEPHET-3aBUCUMOCTBIO  OJIHOM W3 Hambojee YSA3BHUMBIX 30H IIM(PPOBON  COIHMATH3ALMN
IIKOJIbHUKOB BBICTYHAET IMpoOJieMa COXPAaHHOCTH NEPCOHANBHBIX MAHHBIX, TECHO CBS3aHHAs C
HE0CTaTOYHOU c(hOPMUPOBAHHOCTHIO LIU(PPOBON OCO3ZHAHHOCTH JI€TeH M MOAPOCTKOB. B ycioBusx
aKTUBHOI'O BOBJICUEHHUS OOy4YalOUIMXCS B OHJIAHH-KOMMYHHUKALUMIO LHU(POBOE IMPOCTPAHCTBO
CTaHOBHTCA c(hepoil PaCIIMPEHHOTO CAMOPACKPBITHS, IPH KOTOPOM JIMUHAsi HHpOpMalus Bc€ yare
pasmemnaercs 0e3 MOHMMaHUs NOTEHIIMAIBHBIX MTOcIeICTBUI. HeocMoTpuTensHOE pactipocTpaHeHue
¢dororpaduii, nepcoOHATBHBIX CBEJCHUN U KOHTAKTHBIX JAHHBIX B COLMAJIBHBIX CETSIX U Ha HU(PPOBBIX
1aTtopMax CyIleCTBEHHO IMOBBIIIAET PUCK BTOPXKEHUS B JIMUHOE POCTPAHCTBO PeOEHKA U CO3AaET
MPEANOCHIIKY IS pa3indHbIX (opM u(poBoit BUKTUMHU3ALUH [8].

[lepexox MIKOJBHUKOB OT MACCUBHOIO MOTPEOICHUS HUPPOBOIO KOHTEHTA K AKTHBHOMY
Y4YacTHIO B CETEBOM B3aMMOJEHCTBUH COIIPOBOXKIAETCS KAYECTBEHHBIMU U3MEHEHUAMU B XapaKTepe
uX IoBeJeHus B KubOepnpoctpaHcTBe. [Ipu 3TOM, Kak NOKa3bIBAIOT 3apyOexHbIE MCCIIEJOBaHUS,
CyOBbEKTHBHAsI YBEPEHHOCTh MOJPOCTKOB B COOCTBEHHOW NU(POBO KOMIIETEHTHOCTH 3a4acTyiO HE
COOTBETCTBYET PEAJIbHOMY YPOBHIO MX 3HAHUH O MEXaHM3Max 3alllUThl MEPCOHAIBHBIX JaHHBIX U
ynpaBjieHUM LU(POBBIM clieioM. Bo3pacTHble 0COOGHHOCTH MBIIIJICHHUS, OPUEHTHPOBAHHOIO Ha
COLMAJIbHOE TPHU3HAHWE M CaMOIPE3EHTAIMI0, CHUXKAIOT CIHOCOOHOCTh K KPUTHYECKOH OLEHKE
PHUCKOB, CBSI3aHHBIX ¢ IMyOIMYHOCTHIO B ceTH. LludpoBas HEOCO3HAHHOCTH MPOSBISIETCS TaKXKE B
OTCYTCTBUHM Y IIKOJIBHUKOB TPEACTABICHUH O JOJITOBPEMEHHOCTH XpaHEHUs WHPOpPMALUU |
BO3MOXXHOCTH €€ HEKOHTpoaupyemoro pacnpocrtpaHenus. 1lo muenuro I'. V. ConpartoBoli, netu
HEpPEeIKO BOCIIPUHUMAIOT BUPTYaJIbHYIO Cpelly KakK IPOCTPAHCTBO C OCIA0JEHHBIMU COLUAIbHBIMU
HOpPMaMU OTBETCTBEHHOCTH, YTO (POPMHUPYET WILIHO3UI0 AHOHUMHOCTHU U Oe3onacHocTH [7, 8].

[lono6Hast ycTaHOBKAa CIOCOOCTBYET PUCKOBAaHHOMY LIM(PPOBOMY MOBEICHUIO U 3aTPYIHSET
(dbopMHpOBaHKE KyJIbTYpbl OTBETCTBEHHOI'O UCIIOIb30BaHUS HHPOPMALIMOHHBIX TEXHOJIOT M. [{anHas
npobiemMa akTyallu3upyeTcs U B MCCIEOBaHUAX KbIprbl3ckux yuéHsix. Tak, XK. T. Typcynanues,
aHaJIM3HUpPYs Mpouecchl HudppoBuzauun oopasosanusa B Keiprezckoit Pecriybnuke, noguépkuBaer,
YTO «YypOBEHb TEXHOJOTMYECKOW JOCTYIMHOCTH 3HAYUTENIBbHO ONEpekXaeT YPOBEHb IeJarornuyecku
BBICTPOEHHOI'O ITOHUMAaHUs IIU(PPOBOI OTBETCTBEHHOCTH 00yJarouwmxcs» [9].

be3 1eneHanpaBieHHOrO0 MENAarornYeckoro COMpPOBOXAEHUS LU(ppoBas cpera MOXKET
CTaHOBUTbCA (AKTOPOM COLMAIBHOM M TICUXOJIOTMYEcKod ys3BUMocTH jered. CouuanbHO-
MeJarornyeckue Mocie[CTBUS LU(POBOM HEOCO3HAHHOCTH BBIPAKAIOTCA B POCTE TPEBOKHOCTH,
CHIPKEHHMHM 4yBCTBa O€30MIaCHOCTH M HapyILIEHUH JOBEpUs K COLMAIbHOM cpene. B oOpazoBarenbHOM
MPAKTUKE 3TO OTPAXKAETCs HA MEXKJIMYHOCTHBIX OTHOLICHMSX, y4eOHOW aKTMBHOCTU M Ipolieccax
COLIMAJIN3alMy IIKOJIBHUKOB. Takxke, yrpo3a NepCoOHaTbHBIM JaHHBIM U HEIOCTaTO4Has LudpoBast
OCO3HAaHHOCTh JIeTe TpeOyHT CHCTEMHOIO IEeIarorM4eckoro MoJIX0Ad, OPUEHTHPOBAHHOIO Ha
(dopmupoBaHue y 00yUarOIIUXCsl YCTONYMBBIX HABBIKOB 0€30MaCHOTO U OTBETCTBEHHOT'O MOBEICHUS
B IM(pOBOM MpOCTpaHCTBE. B 3T0I CBSA3M 1M poBasi HEOCO3HAHHOCTH YCUIIMBACT YSI3BUMOCTh JeTel
nepes; UHTEPHET-MOIIEHHUYECTBOM, MaHUIYJSATUBHBIMU MPAKTUKAMU U PA3IMYHBIMU (opMaMu
HapylleHus npuBaTHOCcTU. Kak moka3aHo B MpeaplAyIIMX pa3jenax CTaThbd, AKTUBHOE BKIIIOUYEHHUE
IIKOJILHUKOB B IIU(POBYIO Cpely MPHU HEIOCTATOYHOM YpOBHE MEAArOrHYecKoro COMPOBOXKIACHUS
COITPOBO’KIAETCS HE TOJBKO POCTOM MHTEPHET-3aBUCHUMOCTH, HO ¥ (DOPMUPOBAHUEM PHUCKOBAHHBIX
Mojienielt  OoHJNaiH-noBeneHus. VIMEHHO Ha 3ToM 3Tame IHM(poBas HEOCO3HAHHOCTh HAYMHAET
BBICTYIIaTh CUCTEMOOOPa3yIOIINM (PAKTOPOM, YCUIUBAIOLIUM COBOKYITHOCTh HU(POBHIX yTPO3.

[lepexons oT aHanmu3a OTHENBbHBIX PHUCKOB K HX KOMIUIEKCHOMY BO3JEHCTBUIO, CIEAyET
OTMETHUTb, YTO OTCYTCTBHE Yy HIKOJBHHUKOB C(HOPMUPOBAHHBIX HABBIKOB 3aIUTHI MEPCOHAIBHBIX
JAHHBIX 3aTPyAHSET BOCIUTAaHHE OTBETCTBEHHOrO HU(POBOro MoBeAeHUS. JleTh M MoApOCTKU
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HEpEeJIKO He pa3inyaloT IPaHULBI JOMYCTUMOIO CaMOPACKPBITHS, HE OCO3HAIOT LEHHOCTh JTUMYHOMN
nH(OpMaLIUY U MOTEHIIMAJIbHBIE MOCIECTBUS €€ UCIOIB30BaHus TPEThUMHU JIullaMu. B pe3ynbrare
udpoBas cpeia mepecTaéT BOCIPHUHUMATHCS MUMHU KaK MPOCTPAHCTBO, Tpedyromiee coOIoaeHus
HOpM 0€e30IIacHOCTH | OTBCTCTBCHHOCTH, 4YTO TMOBBIIIACT BCPOATHOCTH BOBJICUCHUSA B
MOIIIEHHUYECKUE CXEMbl, MaHUITyJIATHBHbIE KOMMYHHMKAIUM W CHUTYyallMH MCUXOJIOTHYECKOT0o
naBieHus. B mpogomkeHne JaHHOW JOTHMKU BaKHO MOMYEPKHYTh, UTO LHU(pOBas HEOCO3HAHHOCTH
TECHO CBs3daHa C OMOIIMOHAJIBHBIM COCTOAHUECM HIKOJIBHUKOB. CTOJIKHOBEHHE C HEraTUBHBIM
I_[I/I(prBBIM OIIBITOM — yTC‘-IKOfI MEpCOHANIbHBIX JaHHBIX, OHHaf/’IH-H_IaHTa)KOM, BTOPKCHHUEM B IMYHOC
MIPOCTPAHCTBO — HEPEIKO CTAHOBUTCS MCTOYHMKOM TPEBOXKHOCTH, UyBCTBAa OECIHOMOIIHOCTH U
CHIDKEHUS CYOBEKTUBHOTO OIIYIICHHUsS O€30MacHOCTH. OJTHU NEpeXUBAaHUS, B CBOIO OYEpE[b,
OTpaXXarOTCA Ha y‘IC6HOfI AKTUBHOCTHU, MCKIMYHOCTHBIX OTHOLICHUAX H OGH.[CM SMOLOUOHAJIbHOM
Onmaromnoyryanu 0OydYaloIIUXCsl, YCHIIMBAas paHEe OIMNHMCAHHBIC HeraTHBHBbIE Y(PPEKThI HHTEPHET-
3aBHUCHUMOCTH.

CrnenoBatenbHO, 0003HAUEHHBIE PUCKU HE MOTYT pacCMaTpUBAThCS U30JMPOBAHHO U TPEOYIOT
[EJICHAPABICHHOTO CONMAIBHO-TIEarorHIecKoro conpoBoxeHus. [lepexoas k megarornaeckomy
M3MEPEHUI0 MPOOIIeMbI, HEOOXOIUMO OTMETUTH, YTO (POPMHUPOBAHUE OCO3HAHHOTO OTHOLICHHUS K
WCIOJIb30BaHUI0 IU(POBBIX TEXHOJOTHH JOHKHO paccMaTpuBaThCi KaK CHCTEMHas 3ajada
oOpa3oBaTenbHOM opranu3anuu. Peus uaET He TONBKO O Mepeaaye 3HaHUi 0 MpaBuax 6e30MacHOTro
MmoBEACHNUA B CETH, HO W O Pa3BUTUMU Y IIKOJbHHUKOB KPUTHUYCCKOI'O MbIIJICHWA, HABBIKOB
CaMOPETyJISIIMA M OTBETCTBEHHOCTH 3a COOCTBEHHBIE NeicTBHA B HHU(POBOM mpocTpaHcTBe. B
JAHHOM KOHTEKCTE COIMAIbHO-TIEIarOTHYECKOE COIMPOBOXKACHHUE MPEAINoJiaraeT HHTErpaIuio
BONIPOCOB  1U(poBOK 0€30MacCHOCTH B  BOCHHUTATEIbHYIO pPabOTy IIKOJIBI, OpraHU3aIUI0
B3aUMOJICHCTBUS C CEMbEW, a TakKe CO3[aHHME YCIOBUM [IJII HSMOIMOHAILHO O€30macHOM
oOpazoBarensHO cpenbl. Ocoboe 3HAYCHHE NPHOOpeTaeT MNPOQPIIAKTHYECKAs JCSITeIbLHOCTD,
HampaBlieHHas Ha popMHUpoBaHHUE Y 00YUAIOIIMXCSl YCTONUMBBIX YCTAHOBOK Ha COXpaHEHHE JTMYHBIX
TpaHuUIl U AMOLMOHANBHOrO Onarononyyus. [{udpoBas HEOCOZHAHHOCTH U CBSI3aHHBIE C HEH PUCKU
BBICTYIIAIOT Ba>XHbIM UHAUKATOpOM HCO6XO)II/IMOCTI/I MNEPCOCMBICIICHUA BOCIIUTATCIIbHBIX
MIPUOPUTETOB COBPEMEHHOU HIKOJIBI B YCIOBUAX [IU(PPOBU3ALINH.

[IpoBenénusplii aHanu3 MUGPOBBIX PUCKOB B MIKOIBHOM Cpelle MO3BOJSET CAENaTh BBIBOJ O
KOMIUJIEKCHOM U MHOTOYPOBHEBOM XapakTepe mpobdieMbl KnOepOe30MmacHOCTH JETeH U MOAPOCTKOB.
YCTaHOBIEHO, YTO AaKTUBHOE BOBJEUEHUE UIKOJBHUKOB B LU(POBOE MPOCTPAHCTBO,
COIIPOBOKIAAEMOE HEIOCTaTOYHBIM YPOBHEM IU(PPOBOW OCO3HAHHOCTH M TENarorn4eckoro
COMPOBOXACHUS,  CIIOCOOCTBYeT  (OPMUPOBAHUIO  HMHTEPHET-3aBUCUMOCTH,  HAPYIICHUIO
SMOIIMOHANBHOTO OJIArONONyYHsi ¥ TOBBIIICHUIO YSI3BUMOCTH TEpEed YIpOo3aMH, CBS3aHHBIMHU C
YTe‘lKOfI NEPCOHATIbHBIX JaHHBIX. PaCCMOTpeHHBIC B pas3aciice acricKTbl IMOATBEPKAAIOT, YTO
g poBas cpejia BEICTYIAET He TOJIBKO PECypCOM Pa3BUTHS, HO U (DAKTOPOM PHCKa, OKA3bIBAIOIIIUM
BIIUSIHUE Ha MPOIECCHl COIMANU3AlUKA M JMYHOCTHOTO CTaHOBJIEHHUs oOyuwaromuxcsa. MHTepHer-
3aBUCHUMOCTH 1 ITU(POBas HEOCO3HAHHOCTH HAXOASTCS BO B3aUMOCBSI3aHHOM OTHOIIIEHUU M B3aMHO
YCHIIMBAIOT HETATUBHBIC TMOCIEACTBUS IU(PPOBLIX yrpo3. UpesMepHOe HCIIOIb30BaHHE MHPPOBBIX
TEXHOJIOTUH CHUYKAET CIIOCOOHOCTH IIKOJIBHUKOB K CaMOperyaunuu u KpPITI/I‘IeCKOﬁ OLICHKC OHJIaWH-
B3alMOJICICTBHS, YTO, B CBOIO OY€pellb, YBEIWYMBAET BEPOSITHOCTh PHUCKOBAHHOIO LU(POBOIrO
MOBEICHUS. DTO OTPAXKAETCS HAa SMOIMOHATHHOM COCTOSHUU OOYYAIOIIUXCSI, YPOBHE UX yueOHOU
MOTHBAIIMH, KAuyeCTBE MEKJIMYHOCTHBIX OTHOIICHHWA W  OIIYIIEHWH TICHXOJIOTHUYECKOON
0e30macHOCTH B 00pa30BaTeIbLHOM Cpeie.

Ocoboe 3HaueHWE B paMKax JAaHHOTO paszena MPUOOpEeTaeT COIMaIbHO-TIeAaroruIeCKuil
aCTeKT MpoOIeMbl. Y CTaHOBIIEHO, YTO OTCYTCTBUE CUCTEMHON BOCIUTATENBHON pabOThI B 00JIaCTH
ndpoBoii 6e30MacHOCTH 3aTpyAHsIET (POPMUPOBAHKE Y IIKOJLHUKOB OTBETCTBEHHOTO OTHOIICHUS K
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MCIOJIb30BaHUIO IU(PPOBBIX TEXHOJIOTUN. B pe3ynbrare mkosa CTaIKUBAETCSI C HOBBIMH BBI30BAMU,
TpeOyIOUIMMHU  [epecMoTpa TPAAULIMOHHBIX MOAXOAOB K BOCHUTAHHIO M  PaCIIMPEHHS
MearornueckX (PyHKUIUi B yCIoBUsAX muppoBu3anuu obpa3zoBanus. Pe3ynbTaTel TEOPETHUECKOTO
aHaJM3a CBUJCTEILCTBYIOT O HEOOXOAMMOCTH Iepexojia OT KOHCTAaTalMH IU(PPOBBIX PHCKOB K
pa3paboTKe U BHEIPEHHUIO TPAKTHUKO-OPUEHTUPOBAHHBIX MEp, HAPABIECHHBIX HA UX MPOPUIAKTUKY
1 MUHUMH3AIUI0. DTO IMPEANoaraeT Co3/1aHue IeJIOCTHON CHCTEMBI COI[MaIbHO-IIEAarorn4eckoro
COIIPOBOKICHHUS, OPUEHTUPOBAHHONW Ha (POPMHUPOBAHUE KYJBTYphl 0€30MaCHOTO M OCO3HAHHOTO
MOBEJICHHSI IIKOJILHUKOB B IIU(POBOH cpeje.

B cBsI3U ¢ 3TUM JIOTUYHBIM 3TalloOM JajbHEHIIEro Uccle0BaHNs CTAHOBUTCS 0OOCHOBaHHE U
ONMCAaHUE MPAKTUYECKUX PEKOMEHJAlUi, BKIIOYAIONIMX IeJaroruyeckue yciioBus, (HOpMbl U
MeTOABl paboThl ¢ OOyYaIOUIMMHCS, a TAK)KE MEXaHU3Mbl B3aUMOJCHCTBUS IIKOJIBI, CEMBU WU
COLIMAJIbHBIX UHCTUTYTOB. PaccMOTpeHNE TaHHBIX aCIIEKTOB IO3BOJIUT MIEPEUTH OT TEOPETHUECKOTO
OCMBICIICHUS MPOOJEeMbl K MOUCKY 3(PPEKTUBHBIX MEAArOTMYECKUX PEIICHUN, HANpaBICHHBIX Ha
obecrnieueHre KuOepOE30MacHOCTH M COXPAaHEHHWE SMOLMOHAIBHOTIO OJAaromnoixydus MIKOJLHUKOB.
Hcxons w3 pe3ynbTaTOB TEOPETUYECKOTO aHaiM3a, MpaKTUdeckas padora MO 0O0ecTeYeHuIo
KHOepOe30MacHOCTH IIKOJIBHUKOB JOJDKHA HOCHTH CHCTEMHBIH, COIMaIbHO-TIEIAarOrnYeCKUi
XapakTep U ObITh HampaBieHa Ha (OPMUPOBAHKUE OCO3HAHHOTO, OTBETCTBEHHOT'O M SMOIIMOHAIBHO
0€e30MacHOro MoBeAeHUS 00yJaronuxcs B udpoBoi cpene.

B kauecTBe NPHOPUTETHBIX MPAKTUYECKUX PEKOMEHIAIMA Juisi 001eo0pa3oBaTebHbBIX
OpraHu3anuii 1eaecooOpa3Ho BHIACINUTD CIEIYIOIINE HAIIPABICHUS:

-MuTterpanus BonpocoB KMOEpOE30MacCHOCTH B BOCIHUTATEIbHYIO CHCTEMY IIKOJIbI, BKIIOYAs
KJIACCHBIE YaChl, TEMaTUYECKUE Oecelbl, TPEHUHTH U MPOEKTHYIO AESITeIbHOCTh, HAIIPaBJICHHbBIE HA
pa3BuTHE HUPPOBOH KYJIBTYPHl M KPUTHUECKOTO MBIIUICHUS ITKOJIEHUKOB.

-IToBpimenne 1M(GPOBO-TIEAATOTHUECKON KOMIIETEHTHOCTH IIE€AaroroB, IpeJojararomnee
OpraHM3alfI0 METOJWYECKUX CEMHHAPOB W KYPCOB TOBBIIICHHS KBaTU(pUKALUU IO BOIpPOCAM
M (POBBIX PUCKOB, HHTEPHET-3aBUCMOCTH U 3aIUTHI IEPCOHATBHBIX TAHHBIX 00YYaIOLTIXCA.

-Ilenarornueckoe NpPOCBEIICHUE POAUTENIEH, OPUEHTHPOBAHHOE Ha (OPMUPOBAHUE Yy HUX
MMOHUMAaHUS 0COOEHHOCTEH 1TU(POBOI COIMATN3AINU IETEH, MEXaHU3MOB MPOPUITAKTUKH UHTEPHET-
3aBHCUMOCTH U CIOCOOOB CONMPOBOXIEHHs peO&HKa B IM(poBoii cpere.

-Pa3BuTHE HaBBIKOB CaMOpEryJs MM M SMOLMOHAIBHOM YCTOMYMBOCTH IIKOJBHUKOB, YTO
MOXKET OBIThb PEATU30BaHO Yepe3 TPEHUHIOBblE (HOPMBI PabOThI, BJIEMEHTHI ICUXOJOTUYECKON
MOJIEP’KKH U CO3/1aHHE AIMOLIMOHAJIbHO Oe30macHoi 00pa30oBaTebHOM cpebl.

O¢dextuBHOe  obecriedeHne  KuMOepOE30MaCHOCTH  LIKOJBHUKOB — HEBO3MOXKHO  0e3
COI'JIACOBAHHBIX JICHCTBUI MEIaroroB M poAuTeNIel, MOCKOJIbKY HMEHHO CEMbS U IIKOJIA BBICTYAIOT
KJIFOYEBBIMHM areHTaMH collhanu3anuu pedbéHka B nudpoBoit cpene. B 3Toil cBsi3u meTomuueckue
PEKOMEHIallud OPUEHTHUPOBaHbl Ha (OPMHUPOBAHME E€JUHOIO BOCHUTATEIBLHOTO MPOCTPAHCTBA,
HampaBJICHHOI0 Ha pa3BUTHE LHU(POBOH OCO3HAHHOCTH, OTBETCTBEHHOCTH U 3MOLMOHAIBHOIO
Onaromnony4us 00y4aroImuxcsl.

Memooduueckue pexomenoayuu 015 nedazo2os

Wnrerpamuss  kubepOe30macHOCTH B BOCHHUTATENbHYIO  JedTenabHocTh.  Ilegaroram
PEKOMEHIYEeTCSI CHCTEMaTHYECKH BKJII0YATh BOMPOCH! IIUGPOBOI 0€30MacHOCTH B KJIACCHBIE YacChl,
ypoku OBX, nnpopmaruku, od1iecTBO3HaHHS M BOCTIUTaTeIbHbIE MeponpusTis. Ocoboe BHUMaHNe
CIIEAYET YACTATh 00CYKICHHUIO peallbHbIX JKU3HEHHBIX CUTYAIMi, CBA3aHHBIX C HHTEPHET-PUCKAMH,
YTO CIOCOOCTBYET PAa3BUTHIO KPUTUYECKOTO MBIIIJIEHHUS IIKOJIbHUKOB.

Hcnonb30BaHre akTUBHBIX M MHTEPAKTUBHBIX MeTo/10B. Hanbonee s dextuBHbIMU (hopMaMu
palboThl SBISIOTCA KEHC-METOABI, POJIEBbIE WIPbI, JUCKYCCHUHU, aHATU3 LU(POBBIX CUTyalMid H
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MPOEKTHAsl JesITeIbHOCTh. OHM TO3BOJIAIOT INKOJIBHUKAaM HE TOJBKO YCBAaMBAaTh TEOPETUYECKHE
3HaHUS, HO U (OPMHUPOBATH PAKTUICCKHAE HABBIKM 0€30IIACHOTO ITOBE/ICHUS B CETH.

YdeT BO3pacTHBIX U IICUXOJIOTHYECKUX 0coOeHHOCTeH o0yvaronuxcs. [lenarornueckas paborta
JIOJKHA CTPOUTHCS C yYETOM BO3PACTHON CeM(PUKH: TSt MITAIIINX IIKOJIBHUKOB — Y€pe3 UTPOBBIC
bopMBI, IS TOAPOCTKOB — Yepe3 OOCYKICHHE JMYHOTO ONbITa, IIEHHOCTEH W IOCIEACTBUI
U(GPOBBIX PEIICHUH.

Co3nganue >MOIMOHAIBLHO Oe3omacHOW oOpa3oBaTenbHOU cpeasl. BaxHo ¢dopmupoBarh
aTMocdepy JoBepHsi, B KOTOPOU IIKOJILHUKH HE OOSTCS COOOIIATh O HETraTUBHOM IIHU(PPOBOM OIIBITE.
[lenaror momKeH BBICTYNAaTh HE KOHTPOJIHMPYIOUIMM, a TOJICPKUBAIONIMM CYOBEKTOM IU(PPOBOU
COITHAITU3AITUH.

Memooduueckue pexomenoayuu 05 pooumenetl

1. ®opmupoBaHue KyJlbTypbl LU(GPOBOro OOLICHHS B ceMbe. PoauTensiM pexoMeHayeTcs
o0CyX/aTh C JCThbMH TpaBuWia OE30MacHOrO IOBEACHUS B HHTEPHETE, OOBSCHITH IIEHHOCTh
MEPCOHAJBHBIX JIAHHBIX M TMOCIEJACTBUSL WX paclpocTpaHeHus. BakHO, 4YTOOBI 3ampeTsl
COITPOBOKAAINCH Pa3bsICHEHUSIMH U TIPUMEPAMH.

2. CoBmecTHOE OCBOEHHE IU(POBOro MpocTpaHcTBa. D(PPEKTUBHBIM SBISIETCS COBMECTHOE
UCIIOJIb30BaHUE ITUPPOBBIX PECYpPCOB, OOCYKICHHUE KOHTEHTA, COIMAIBHBIX CETEH M OHJIAHH-HT.
DTO cHOCOOCTBYET MOBBIMICHUIO TOBEPUS M CHUXKAET PUCK CKPBITOIO PUCKOBAHHOTO IMOBEICHUS
pebEHKa B ceTH.

3. Pa3BuTHe HaBBIKOB caMoOperyisinuu W OanmaHca. PomuTensm ciemyer momorarb AETSM
BBICTPAaMBaTh Pa3yMHbIN OalaHC MEXKIY OHJIAWH- M OQIIaliH-IeATeILHOCTHIO, POPMHUPYS HABBIKH
TUTAHUPOBAHMS BPEMECHHU, SMOIIMOHAIILHON YCTOWYMBOCTH U CAMOKOHTPOJISL.

4. BsaumonelcTBHE CO MIKOJOWH. PoaurTensiM peKOMEHIyeTcs akTHBHO YYacTBOBAaTh B
POIUTEIHCKUX COOPAHUSAX, KOHCYIBTALUAX U MPODYUITAKTUIECKIX MEPOTIPUSATHSIX, HAIPABICHHBIX HA
obecrieuenne kuOepoOe3onacHocTH. COrilacOBaHHOCTh TPEOOBAaHH CEMbU W IIKOJBI YCHIIMBACT
BOCITUTATEIbHBIN 2P PEKT.

Peanmm3anusi HaHHBIX METOAWYECKHX PEKOMEHIAIMA CIOcoOCTBYeT (HOPMUPOBAHHIO Y
[IKOJIbHUKOB OCO3HAHHOTO ¥ OTBETCTBEHHOTO OTHOIIEHHWS K WCIOJNB30BAaHUIO IH(POBHIX
TEXHOJIOTUH, CHUKEHUIO YPOBHS LU(POBBIX PUCKOB, YKPEIICHUIO SMOIIMOHATIBHOTO OJIaronoryus
U TOBBIIEHUIO APPEKTUBHOCTH COLHMAIBHO-IEJarOrHYecKOro COMPOBOXKICHUS B  YCIOBHSIX
nudpoBoit 00pazoBaTEIBLHOMN CPEIbI

One of the most significant risks of the digital environment for schoolchildren is the
development of internet addiction, which is increasingly seen not only as a behavioral problem, but
also as a factor that has a profound impact on the emotional well-being and psychosocial development
of a child's personality. Foreign empirical studies have found that internet addiction in adolescents is
closely linked to increased levels of depression, anxiety, and behavioral problems, indicating its
serious psychological consequences [1].

Similar results have been obtained in various Asian countries, where the prevalence of Internet
addiction among schoolchildren varies from 10% to 34%, with addicted adolescents showing
significantly higher levels of emotional and behavioral discomfort compared to their peers [2].

Internet addiction manifests itself through uncontrolled use of social networks, online games,
and other digital entertainment, which gradually transforms the structure of schoolchildren's leisure
activities, replacing traditional forms of communication and active recreation. This pattern of
behavior reduces emotional stability, increases the tendency to seek external approval, and intensifies
feelings of loneliness in the real social environment. Researchers emphasize that prolonged exposure
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to the virtual environment is associated with a weakening of offline interpersonal skills and an
increase in symptoms of anxiety and depression [1, 3].

This is especially important during adolescence, when key emotional and social competencies
are formed. In addition, the link between internet addiction and psychosocial well-being is confirmed
by data on decreased engagement in the learning process. Students with high levels of addiction
demonstrate lower academic motivation, impaired concentration, and reduced emotional commitment
to school and social relationships in the educational environment [1].

This not only reflects individual psychological difficulties, but also indicates the potentially
negative impact of addiction on a child's adaptation to the educational and social environment.
Research also pays special attention to the biopsychosocial mechanisms through which internet
addiction affects emotional state. For example, prolonged use of the internet disrupts sleep patterns,
increases anxiety, and predisposes individuals to social avoidance, which further exacerbates
adolescents' emotional problems [2].

Consequently, internet addiction is not simply excessive consumption of digital resources, but
a complex phenomenon integrated into the structure of a child's psychosocial development. The
development of internet addiction among schoolchildren should be considered a serious risk of the
digital environment, with profound emotional and behavioral consequences. Recognizing this risk
and including it in social and educational issues is an important step towards developing preventive
strategies and educational programs aimed at strengthening the emotional well-being and resilience
of schoolchildren in the context of digitalization. One of the most significant risks of the digital
environment for schoolchildren is the development of internet addiction, which is not limited to
behavioral manifestations, but has a complex impact on the emotional well-being and psychosocial
development of the child's personality. Constant online presence and uncontrolled use of social
networks and digital entertainment are transforming the structure of schoolchildren's leisure activities,
replacing traditional forms of communication, cognitive and creative activity. As noted by foreign
researchers, internet addiction in children and adolescents is statistically significantly associated with
increased levels of anxiety, depression, and emotional exhaustion, as well as a decrease in the ability
to self-regulate and resist stress [4, 5].

In Russian and post-Soviet scientific tradition, internet addiction is seen as a factor that disrupts
the harmonious development of the emotional and volitional spheres of the personality. G. U.
Soldatova emphasizes that in the absence of pedagogical support, the digital environment can become
a source of emotional maladjustment and the formation of unstable behavior patterns in
schoolchildren [6].

In pedagogical practice, there are increasingly frequent cases where excessive use of digital
devices leads to a decrease in academic motivation, impaired concentration, sleep disturbances, and
a general decline in the psychological well-being of students. These trends are confirmed by research
by E. I. Rasskazova, who points to the link between internet addiction and emotional burnout and a
decrease in the subjective well-being of adolescents [7].

The problem takes on particular socio-pedagogical significance in the context of
schoolchildren's socialization. The predominance of virtual communication over real interpersonal
contacts hinders the development of empathy, communication skills, and the ability to interact
constructively. According to K. Young, internet addiction contributes to social isolation and a decline
in the quality of real social connections, which is especially dangerous during the period of active
personality formation [4].

Thus, internet addiction is a factor that complicates the processes of socialization and full
personal development of the child, which requires a systematic socio-pedagogical approach to the
prevention of digital risks and the formation of a culture of conscious use of digital technologies in
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the school environment. Along with internet addiction, one of the most vulnerable areas of digital
socialization for schoolchildren is the issue of personal data security, which is closely linked to the
insufficient development of digital awareness among children and adolescents. With students actively
involved in online communication, the digital space is becoming a sphere of expanded self-disclosure,
where personal information is increasingly posted without understanding the potential consequences.
The reckless dissemination of photos, personal information, and contact details on social networks
and digital platforms significantly increases the risk of intrusion into a child's personal space and
creates the conditions for various forms of digital victimization [8].

The transition of schoolchildren from passive consumption of digital content to active
participation in online interaction is accompanied by qualitative changes in the nature of their
behavior in cyberspace. At the same time, as foreign studies show, adolescents' subjective confidence
in their own digital competence often does not correspond to their actual level of knowledge about
personal data protection mechanisms and digital footprint management. Age-related characteristics
of thinking, focused on social recognition and self-presentation, reduce the ability to critically assess
the risks associated with online publicity. Digital unawareness is also manifested in schoolchildren's
lack of understanding of the long-term storage of information and the possibility of its uncontrolled
dissemination. According to G. U. Soldatova, children often perceive the virtual environment as a
space with weakened social norms of responsibility, which creates an illusion of anonymity and
security [9].

This attitude contributes to risky digital behavior and hinders the formation of a culture of
responsible use of information technologies. This problem is also highlighted in the research of
Kyrgyz scientists. Thus, J. T. Tursunaliev, analyzing the processes of digitalization of education in
the Kyrgyz Republic, emphasizes that "the level of technological accessibility significantly exceeds
the level of pedagogically structured understanding of digital responsibility among students" [9].

The scientist notes that without targeted pedagogical support, the digital environment can
become a factor in the social and psychological vulnerability of children. The social and pedagogical
consequences of digital unawareness are manifested in increased anxiety, a decreased sense of
security, and a loss of trust in the social environment. In educational practice, this is reflected in
interpersonal relationships, learning activity, and the socialization processes of schoolchildren. In
addition, the threat to personal data and the lack of digital awareness among children require a
systematic pedagogical approach focused on developing students' sustainable skills for safe and
responsible behavior in the digital space. In this regard, digital unawareness increases children's
vulnerability to internet fraud, manipulative practices, and various forms of privacy violations. As
shown in the previous sections of this article, the active inclusion of schoolchildren in the digital
environment without sufficient pedagogical support is accompanied not only by an increase in
internet addiction, but also by the formation of risky patterns of online behavior. It is at this stage that
digital unawareness begins to act as a systemic factor that exacerbates the totality of digital threats.

Moving from the analysis of individual risks to their combined impact, it should be noted that
the lack of developed personal data protection skills among schoolchildren makes it difficult to foster
responsible digital behavior. Children and adolescents often do not distinguish the boundaries of
acceptable self-disclosure, do not realize the value of personal information, and do not understand the
potential consequences of its use by third parties. As a result, they no longer perceive the digital
environment as a space that requires compliance with safety and responsibility standards, which
increases the likelihood of their involvement in fraudulent schemes, manipulative communications,
and situations of psychological pressure.

Continuing this line of reasoning, it is important to emphasize that digital unawareness is
closely linked to the emotional state of schoolchildren. Encountering negative digital experiences—
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such as personal data leaks, online blackmail, and invasions of personal space—often becomes a
source of anxiety, feelings of helplessness, and a decrease in subjective feelings of safety. These
experiences, in turn, affect students' academic performance, interpersonal relationships, and overall
emotional well-being, exacerbating the negative effects of internet addiction described above.

Consequently, the risks identified cannot be considered in isolation and require targeted socio-
pedagogical support. Moving on to the pedagogical dimension of the problem, it should be noted that
the formation of a conscious attitude towards the use of digital technologies should be considered a
systemic task for educational organizations. This involves not only imparting knowledge about the
rules of safe online behavior, but also developing critical thinking, self-regulation skills, and
responsibility for one's own actions in the digital space among schoolchildren.

In this context, social and pedagogical support involves integrating digital safety issues into the
school's educational work, organizing interaction with families, and creating conditions for an
emotionally safe educational environment. Preventive activities aimed at forming stable attitudes
among students towards preserving personal boundaries and emotional well-being are of particular
importance. Digital unawareness and the risks associated with it are an important indicator of the
need to rethink the educational priorities of modern schools in the context of digitalization.

An analysis of digital risks in the school environment leads to the conclusion that the problem
of cybersecurity for children and adolescents is complex and multi-layered. It has been established
that the active involvement of schoolchildren in the digital space, accompanied by an insufficient
level of digital awareness and pedagogical support, contributes to the formation of Internet addiction,
disruption of emotional well-being, and increased vulnerability to threats associated with personal
data leaks. The aspects discussed in this section confirm that the digital environment is not only a
resource for development, but also a risk factor that influences the socialization and personal
development of students.

The analysis showed that internet addiction and digital unawareness are interrelated and
mutually reinforce the negative consequences of digital threats. Excessive use of digital technologies
reduces students' ability to self-regulate and critically evaluate online interactions, which in turn
increases the likelihood of risky digital behavior. This affects students' emotional state, level of
academic motivation, quality of interpersonal relationships, and sense of psychological safety in the
educational environment.

The socio-pedagogical aspect of the problem is of particular importance in this section. It has
been established that the lack of systematic educational work in the field of digital security makes it
difficult for schoolchildren to develop a responsible attitude towards the use of digital technologies.
As a result, schools are facing new challenges that require a review of traditional approaches to
education and the expansion of pedagogical functions in the context of the digitalization of education.

The results of theoretical analysis indicate the need to move from identifying digital risks to
developing and implementing practical measures aimed at preventing and minimizing them. This
involves the creation of a comprehensive system of social and educational support focused on forming
a culture of safe and conscious behavior among schoolchildren in the digital environment.

In this regard, the next logical step in further research is to substantiate and describe practical
recommendations, including pedagogical conditions, forms and methods of working with students,
as well as mechanisms for interaction between schools, families, and social institutions. Consideration
of these aspects will allow us to move from a theoretical understanding of the problem to the search
for effective pedagogical solutions aimed at ensuring cybersecurity and preserving the emotional
well-being of schoolchildren.
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Based on the results of theoretical analysis, practical work to ensure the cybersecurity of
schoolchildren should be systematic and socio-pedagogical in nature and aimed at forming conscious,
responsible, and emotionally safe behavior of students in the digital environment.

The following areas should be prioritized as practical recommendations for general education
institutions:

1. Integration of cybersecurity issues into the school's educational system, including class hours,
thematic discussions, training sessions, and project activities aimed at developing digital culture and
critical thinking among schoolchildren.

2. Improving the digital and pedagogical competence of teachers, which involves organizing
methodological seminars and advanced training courses on digital risks, internet addiction, and the
protection of students' personal data.

3. Educating parents to help them understand the specifics of their children's digital
socialization, mechanisms for preventing internet addiction, and ways to support their children in the
digital environment.

4. Developing self-regulation and emotional resilience skills in schoolchildren, which can be
achieved through training, psychological support, and the creation of an emotionally safe educational
environment.

Effective cybersecurity for schoolchildren is impossible without coordinated action by teachers
and parents, as it is the family and school that are the key agents of a child's socialization in the digital
environment. In this regard, the methodological recommendations are aimed at creating a unified
educational space focused on developing digital awareness, responsibility, and emotional well-being
among students.

1. Integrating cybersecurity into educational activities. Teachers are advised to systematically
include digital safety issues in classroom hours, life safety lessons, computer science, social studies,
and educational activities. Particular attention should be paid to discussing real-life situations related
to Internet risks, which contributes to the development of critical thinking in schoolchildren.

2. Use of active and interactive methods. The most effective forms of work are case studies,
role-playing games, discussions, analysis of digital situations, and project activities. They allow
students not only to acquire theoretical knowledge, but also to develop practical skills for safe online
behavior.

3. Taking into account the age and psychological characteristics of students. Pedagogical work
should be based on age-specific characteristics: for younger students, through games; for teenagers,
through discussion of personal experiences, values, and the consequences of digital decisions.

4. Creating an emotionally safe educational environment. It is important to create an atmosphere
of trust in which students are not afraid to report negative digital experiences. Teachers should act as
supportive rather than controlling agents of digital socialization.

Methodological recommendations for parents

1. Forming a culture of digital communication in the family. Parents are advised to discuss rules
for safe online behavior with their children and explain the value of personal data and the
consequences of its dissemination. It is important that prohibitions are accompanied by explanations
and examples.

2. Exploring the digital space together. Sharing digital resources, discussing content, social
networks, and online games is effective. This helps build trust and reduces the risk of hidden risky
behavior by children online.

3. Developing self-regulation and balance skills. Parents should help children strike a
reasonable balance between online and offline activities by developing time management, emotional
stability, and self-control skills.
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4. Interaction with the school. Parents are encouraged to actively participate in parent meetings,
consultations, and preventive measures aimed at ensuring cybersecurity. Consistency between family
and school requirements enhances the educational effect.

The implementation of these methodological recommendations contributes to the formation of
a conscious and responsible attitude among schoolchildren towards the use of digital technologies,
reduces the level of digital risks, strengthens emotional well-being, and increases the effectiveness of
socio-pedagogical support in a digital educational environment.
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